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My story:
* University of lllinois at Chicago, 94
* Certified Information Systems Security Professional (CISSP)
* Global Industrial Cyber Security Professional (GICSP)
* 25+ years in Information Technology

 12+vyearsinIT/OT @ Concentric Integration
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SCADA

Supervisory Control and Data Acquisition

e Critical Asset

* Not just a computer or computers
* PLCs, Servers, Instrumentation

e High value targets
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*GIS Applications

*SCADA Historians and Reporting
*Alarming
*Predictive/optimization tools
*Workflow (people automation)
*Enterprise Financial Applications

Cloud-based
SCADA
*Laboratory Data (LIMS)

Lots to 2
Remote I?esktop
p rotect : 5 - Services

* SCADA Software: GE iFix: Rockwell RSView F Talk,
Wonderware InTouch/System Platform

* Operator Interface Terminals (OITs) communicate directly
with PLCs

* SCADA Servers are on the PLC network

Authorized Remote
Devices (smart phones,
tablets, PCs)

*LANs, WANs, and VLANs

*Fiber (single mode / multi mode)

*CATSe/CAT6 (100 Mbps vs 1000 Mbps) - distance
*Radio (Frequency VHF, UHF, 900 MHz, GHz)
#Serial, DH+, Other

¢ Allen Bradley CompactLogix

¢ Allen Bradley MicroLogix

¢ PLC to PLC communication (Ethernet, DH+,
Serial, Radio)

eLiquid/air flow meters & switches
*Chem Scales (analog)

*Chemical & Residual Measurements
*Dissolved Oxygen, TSS, Ammonia, etc.
*Drives, valves, etc.

*Chemical addition
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Purdue Model of Securing Industrial

Control Systems

* Segment networks using a dedicated
SCADA firewall

* Considered the gold standard but not
always practical

e Start small and separate where you
can

* Risk vs Reward



SCADA

Protection

e Endpoint Security (PCs and PLCs)

* Antivirus, Endpoint Detection and Response (EDR), Extended Detection and
Response (XDR) -

e Read-only mode for PLCs
* Updates and patching
e System Hardening and baselines
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SCADA

Protection

* Authentication
* Dedicated usernames and passwords for staff and Multifactor authentication

e Virtualization and replication
 Virtualization helps create faster restore times

* Replace end of life and unsupported systems and devices
* Have a plan on how to replace aging equipment

e Supply Chain Management
* Have a procedure for reviewing software before it comes into the network
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SCADA

Protection to Recovery
e Backups can save youl!

* Think about backups in two ways
* Restore something that is lost
* Disaster Recovery or Business Continuity

* Build a backup and a recovery strategy

* Ransomware best practices for protection

e Offline and/or immutable
* Immutable can’t be changed or modified
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SCADA

Recovery

* Planning

* Incorporate into your
maintenance management
plan

* Test backups
* Test recovery

* Tabletop exercises

e Engage the team and walk-
through scenarios
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